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1. Introduction

Modern democracy depends on several fundamental elements: free and fair elections, open public
deliberation, equal opportunity for political participation, and protection of individual rights. Since 1947,
India has maintained a remarkably stable democratic system characterized by regular, massive-scale
elections and strong constitutional protections.

The arrival of widespread internet access and artificial intelligence capabilities has introduced
both powerful new tools and significant new vulnerabilities into this system.

The Digital India programme (launched 2015) dramatically accelerated digital adoption across
government services, financial inclusion, and communication infrastructure. By mid-2025, India had
become the second-largest internet market globally, though substantial portions of the population-
particularly in rural areas-still remain digitally disconnected.

The turning point for public and policy attention came during the 2024 Lok Sabha elections
(world’s largest democratic exercise), when political parties systematically began using Al tools for
campaign strategy, content creation, voter targeting, and multilingual messaging. At the same time, the
appearance of highly convincing deepfake videos triggered widespread concern about truth, trust, and
electoral manipulation.

This paper follows a sequential structure to examine the subject:
Main challenges created by Al and digital technologies
Significant opportunities these technologies offer to democracy
India’s evolving policy framework

Real-world evidence from recent elections

Balanced conclusions and forward-looking recommendations

ARSI -

Major Challenges to Democratic Quality in the Digital Era
1 Rapid Spread of Synthetic Media and Misinformation

Highly realistic Al-generated audio, video, and images (commonly called deepfakes) can
convincingly show public figures saying or doing things that never happened. During 2024 and especially in
some 2025 state elections, such content spread rapidly through WhatsApp groups and regional social
media networks.
2 Persistent and Severe Digital Divide As of 2025-26:

e Urban internet penetration: 74-78%

e Rural internet penetration: 38-42% This structural gap severely limits rural citizens’ access to
online political information, campaign messages, government services, and digital participation
channels.

3 Language Exclusion and Algorithmic Amplification of Polarisation

Most advanced Al tools still perform significantly better in English and Hindi than in many of
India’s 22 scheduled languages and hundreds of dialects. Social media algorithms frequently create
ideological echo chambers and sometimes amplify divisive or inflammatory content.
4 Privacy Risks and Potential for Surveillance

Extensive digital identity systems and Al-powered monitoring tools raise serious concerns about
possible misuse for political control or suppression of dissent.
Important Opportunities for Democratic Strengthening
1 Overcoming Language Barriers

Al-powered real-time translation and speech-to-text systems (such as Bhashini) allow political
communication in dozens of regional languages-a development almost impossible before.
2 More Inclusive and Cost-Effective Voter Outreach

Smaller political parties and regional movements can now reach very large audiences using
relatively inexpensive Al-generated content, voice cloning, and targeted digital advertising.
3 Improved Transparency and Efficiency in Governance

Direct Benefit Transfer (DBT) systems linked with Aadhaar, Al-based fraud detection in welfare
schemes, and digital grievance redressal platforms have reduced corruption and improved service delivery
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in measurable ways.
4 New Forms of Citizen Engagement

Digital town halls, Al-moderated public consultations, youth-oriented chatbot interfaces, and
gamified voter education campaigns are gradually increasing participation, especially among younger and
previously less-engaged citizens.
India’s Policy Approach to Al and Digital Democracy
India has deliberately chosen an innovation-friendly, light-touch regulatory philosophy compared with the
European Union model.
Key elements of the current framework (as of early 2026):

e National Al Strategy (2018, updated) — “Al for All” principle

e India Al Mission (2024-ongoing) — massive public investment in computing power, open datasets,
and skilling

e 2025 Al Governance Guidelines — “Seven Sutras” philosophy (Trust, Innovation, Inclusion,
Accountability, Equity, Clarity, Resilience)

e Election Commission directives - mandatory disclosure of Al-generated campaign content, rapid
takedown mechanisms for proven deepfakes

e Strong emphasis on digital sovereignty and data protection (influenced by 2017 Putt swamy
privacy judgment)

Evidence from Recent Electoral Cycles
1 General Elections 2024
e Estimated Al-related political spending: I400-450 crore

e  Widespread use of Al avatars, voice synthesis, micro-targeted messaging
e  Multiple documented cases of deepfakes (some reached tens of millions of views)
e Overall impact: significant concern but no decisive swing in national outcome

2 State Assembly Elections 2025 (notably Bihar)
e  Much heavier use of low-cost Al clones and synthetic media by several parties

e Fact-checking ecosystem struggled to keep pace

e Election Commission issued stronger advisories and began experimenting with Al-detection
tools

Conclusion and Policy Recommendations

Artificial intelligence and digital platforms are not inherently democratic or anti-democratic - their
ultimate impact depends almost entirely on how societies choose to govern, deploy, and educate around
these technologies.

The convergence of artificial intelligence and the digital era presents both unprecedented
opportunities and formidable challenges for Indian democracy. As the world's largest democracy, India has
demonstrated remarkable adaptability through initiatives like Digital India, Aadhaar, Bhashini, and the
India Al Mission. These tools have enhanced voter outreach, enabled multilingual communication,
improved e-governance efficiency, reduced corruption, and fostered greater citizen participation. Al-
powered campaigns, real-time translation, and fraud detection mechanisms illustrate how technology can
make democracy more inclusive, responsive, and transparent.

However, the risks cannot be ignored. Deepfakes, misinformation, algorithmic biases, privacy
erosion, and the persistent urban-rural digital divide threaten electoral integrity, public trust, and social
cohesion. The 2024 Lok Sabha and 2025 state elections clearly showed that while Al can amplify voices, it
can also spread falsehoods at unprecedented speed and scale, disproportionately affecting vulnerable and
rural populations.
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